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I. Introduction

On May 11-13, 2005, experts from the government, busi-
ness, legal, law enforcement, emergency responder, pub-
lic health, public works and non-profit sectors met at the
McCormick Tribune Foundation Cantigny Conference
Center in Wheaton, IL to discuss continuity of operations
(COOP) for the public and private sectors in the event of
a catastrophic incident—an event that would have a wide-
spread, potentially disastrous impact on U.S. critical infra-
structure including medical, communication, transporta-
tion, financial, commercial, commerce, utility and trade
services.

The McCormick Tribune Foundation sponsored the con-
ference entitled “Law Amid the Ruins: Doing Business
After Disaster,” which was organized by the American
Bar Association Standing Committee on Law and
National Security (ABA SCOLANS) and the National
Strategy Forum.

Conference participants identified issues, raised questions
and offered suggestions regarding U.S. emergency pre-
paredness, response and recovery planning for a cata-
strophic incident. This executive summary provides a
brief, comprehensive overview of the conference proceed-
ings and the important themes and issues that emerged
from the six discussion sessions. The conference was not-
for-attribution.

Throughout the discussion, conference participants
focused on five primary issues:

1. The likelihood of a catastrophic incident (a terror-
ist attack, a natural or man-made disaster, mass utili-
ty outage, etc.) occurring in the U.S. is incalculable.
However, the impact of an array of possible scenarios
needs to be anticipated and quantified through discus-
sion, coordination and planning.

2. There needs to be a cohesive, national infrastruc-
ture protection and response plan that encompasses
federal, state, and local government, the private sec-
tor and other stakeholders. Existing federal response
plans, including the National Response Plan (NRP)
and the National Infrastructure Response Plan
(NIRP), offer a working foundation and a common
vocabulary.

3. The information and coordination gaps that exist in
current continuity planning, including the legal
dimension, need to be addressed before another cata-
strophic incident occurs in the U.S.

4. There needs to be a strategy to engage and educate
the public and private sectors about basic emergency
preparedness leading to more complex emergency-
related issues.

5. The task of continuity planning is complex and

daunting. An effective plan needs to set realistic,
achievable standards and goals.

Continued on page 2
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II. Start with a Worst-Case Scenario, and then Work
Backwards and Forwards

The conference opened with a hypothetical catastrophe
scenario and discussion regarding the National Response
Plan. The hypothetical “doomsday” nuclear scenario
involved a 10 kiloton nuclear explosion in a shipping con-
tainer placed on the pier in the Port of Long Beach, CA.
Initial effects included a blast wave that would cause
destruction within a one-mile radius. Long-term effects
included radioactive fallout, as well as a ground burst sce-
nario which would have widespread, destabilizing effects
on the surrounding environment resulting in mass casual-
ties, the disruption of services and possibly mass chaos (for
example, an exodus of people from a contaminated area).

U.S. critical infrastructure is vulnerable to an array of
threats. Participants agreed that the biggest challenge to
preparing for a disaster may be deciding what to prepare
for—a 10 kiloton nuclear explosion versus a multi-state
blackout—a decision that dictates the roles and responsi-
bilities of those involved in the planning, response and
recovery processes. A nuclear attack scenario and the ter-
rorism dimension introduce new, more complicated layers
to crisis and incident management, including the issue of
national/international consequences and expectations.

A first step in undertaking this challenge may be to recog-
nize that even the most improbable scenarios may occur in
the future. Adopting a comprehensive, all-hazards
approach may be helpful, but not flawless. Incident-spe-
cific consequences will vary depending on the threat and
the magnitude of the disaster, the amount of destruction
and the amount of post-scenario impact on an area.

Participants identified several fundamental, precautionary
issues that stakeholders should consider in preparing for a
wide range of threats: identifying where the initial respon-
sibility lies and what the first responsibility is in the imme-
diate aftermath of a disaster; anticipating an evacuation or
shelter-in-place scenario; anticipating short- and long-
term effects; assessing how cascading effects can be mini-
mized or prevented; replenishing depleted resources; and
restoring disrupted services.

II1. Common Vocabulary, Common Goal

Participants agreed that an effective plan requires a com-
mon goal: collaboration. Collaboration requires a com-
mon understanding of the intended objectives of a continu-
ity plan—effective preparedness, response and recovery.

At the federal, state, and local levels and between the pri-

vate and public sectors, developing and implementing a
continuity plan and achieving collaboration require a
common vocabulary to frame the discussion. The mis-
construing of continuity-related acronyms can hinder
communication between those involved in the planning
process.

Conference participants shared their definitions for the
following terms:

* Continuity of Government (COQG): maintaining the
legitimacy of government as the entity in charge

* Continuity of Business (COB): the maintaining and
survival of business

¢ Continuity of Operations (COOP): the continuance
of operations of government and the private sector

IV. Existing Plans: Pros and Gaps (The National
Response Plan)

In March 2003, President Bush issued Homeland Security
Presidential Directive V, which called for the establish-
ment of a new regime for incident and emergency man-
agement. In 2004, the National Response Plan (NRP) and
the system upon which it is based, the National Incident
Management System (NIMS), were developed by the U.S.
Department of Homeland Security (DHS) and the Federal
Emergency Management Agency (FEMA) to coordinate
federal and local agencies for emergency preparedness
and to provide a common framework for incident manage-
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ment and emergency response at the national level.

Participants discussed the nature of the NRP—whether it is
a national response plan versus a statement of principles
and, as a plan, whether or not it is sufficient. Others raised
questions regarding the scope of the NRP—is it really a
national plan? Or is it a federal plan? It was agreed that the
NRP is a good base start, but that greater emphasis needs
to be placed on the following issues for the plan to evolve:

* The roles and responsibilities of the state, local and
regional levels; more state and local interface

* The roles and responsibilities of the federal agencies,
states and localities

* The preparedness, prevention and protection phases
of the planning process

* The legal dimension of continuity planning

* The definition of “intelligence”; the processes, pro-
cedures and protocols regarding the form of opera-
tional intelligence support needed to implement the
NRP

* Private sector coordination, roles and responsibili-
ties, and sector-specific demarcations (industries,
small business, community-at-large); those in the
private sector that control key elements of U.S. crit-
ical infrastructure

* Civil-military integration in the event of a disaster
* Cyber-security

Participants agreed that the NRP is a planning structure,
and that one of the most important questions to consider
when assessing the NRP is whether this structure can func-
tion in a chaotic, post-disaster environment. Participants
agreed that the NRP, in time, will evolve into a fully func-
tional plan. In reinforcing this point, participants noted
that several annexes and emergency support functions
have been added to the plan since its formation, and other
plans, including the National Infrastructure Protection Plan
(NIPP), can complement the NRP.

V. It’s the Process, Not the Plan

Participants agreed that the planning stage—engaging peo-
ple and agencies—is the most important step in the preven-
tion, protection, response and recovery process.
Establishing common ground for dialogue, understanding
and collaboration among agencies at all levels and between
sectors is imperative.

Managing Expectations

Participants agreed that an important step in the planning
process is to come to a consensus about what is expected
of a national response plan. What are its limitations?
Also, what is expected of the people and agencies
involved at the federal, state, and local levels and the pri-
vate sector? What do these stakeholders expect of each
other? What does the public expect of local, state and fed-
eral agencies? Each sector has its own idea of what it is
responsible for, its own set of plans, and its own set of
expectations of the responsibilities and functions of other
sectors.

Assigning Roles and Responsibilities for Continuity of
Operations: Who Has Responsibility for What?

Whether the incident is a nuclear attack scenario, which
creates a unique dimension to the planning process, or a
natural disaster, the issue of agency-specific responsibili-
ties for continuity of operations is a significant chal-
lenge—no one branch of government or sector has total
authority.

* What is the federal government’s role in the event
of a catastrophe for response, restoration and recov-
ery?

* What is the role of state and local government agen-
cies?

» What is the role of the private sector?
» What are their relationships to each other?
* Where does the initial responsibility lie?

A barrier to identifying the agency- and sector-specific
roles and responsibilities is the tendency toward, as one
participant noted, relying on the federal government to
“save the day.” The issue of interdependency among agen-
cies and sectors during and after a disaster is critical.

Participants agreed that in the initial aftermath of a disas-
ter, the operational responsibility for (a) providing support
and (b) serving as a conduit to the federal government to
request assistance for emergency first responders is at the
state and local levels. For example, in the event of the
hypothetical nuclear attack scenario, local agencies might
conduct situational and intelligence information assess-
ments of the operational emergency area where the disas-
ter occurred, which would then be transmitted to the state
level in order to develop a collaborative understanding of
what type of support might be needed.

Continued on page 4




Vol. 27, No. 5

American Bar Association National Security Law Report

October 2005

Law Amid the Ruins

Continued from page 3

The federal government has limited authority, as defined
by the Constitution. In responding to a nuclear attack
perpetrated by terrorists, the federal government has the
authority and responsibility to protect the states.
Participants agreed that the federal level also has a
responsibility to provide assistance to the state and local
agencies—fire, police and first responders—in the after-
math of a catastrophic incident. Because of the nature of
a nuclear terrorist attack as an “incident of national sig-
nificance,” there will be a demand for information at the
national level, although the task of providing that infor-
mation lies with the local and state authorities. One par-
ticipant noted that the role of the federal government in
emergency preparedness, response and recovery is not
limited to the Department of Homeland Security (DHS),
the Federal Emergency Management Agency (FEMA),
which has direct responsibility for assisting the state and
local governments, and the Department of Defense
(DoD) and the military; responsibility extends to other
government agencies including the Department of State
(DoY), the Centers for Disease Control (CDC), the
Department of Health and Human Services (HHS), and
the Department of Commerce (DoC).

It may be difficult to avoid overlap among the roles of the
different levels, agencies and sectors; however, one com-
mon responsibility that these stakeholders share is a duty
to the public to disseminate a clear, unified message in the
aftermath of a disaster. This public information/public
affairs sector, specifically the media, plays a critical role
in communicating this message to the public. But, the
responsibility for getting the correct information to those
outlets lies at the local, state and federal levels.

VI. Broaching the Fear Issue: Educating the Public

The “fear factor”, or the fear of creating unwarranted pub-
lic fear about the real possibility of nuclear terrorism and
the fear of well-intentioned messages becoming farcical
(for example, the duct tape and sheeting advisory) are
legitimate concerns. However, there was consensus that a
public education/communications strategy (one emer-
gency support function, ESF15 - public communications,
has been added to the NRP) and pre-loaded, sophisticated
public awareness campaigns must be an integral part of
the planning process. The public is a key stakeholder and
the public response can heavily impact the response effi-
ciency of the local, state and federal agencies.

Conference Series

The “Doing Business After Disaster” conference is one
of a series of conferences and workshops underwritten
by the McCormick Tribune Foundation that has enabled
the ABA Standing Committee on Law and National
Security to identify issues relating to international terror-
ism and catastrophic incidents and their consequences.
The committee identified the emerging threat of interna-
tional terrorism beginning in the 1980’s. Subsequently,
the committee has organized lectures, presented articles
in its publication, and conducted conferences that have
addressed various aspects of issues regarding homeland
security. Several projects in the period immediately
preceding 9/11 were prescient. Other projects have
served to frame important homeland security-related
issues that provide a basis for informed public discus-
sion.

June 2000 Cantigny Conference: Catastrophic
Terrorism
April 2001 Cantigny Conference: State

Emergency Health Powers and the
Bioterrorism Threat (co-organized by
the US Centers for Disease Control; a
model state emergency health law was
developed after the conference and has

been adopted in whole or in part in 43
US jurisdictions)
May 2001 Conference/Workshop attended by
Members of Congress and staff
wherein the recommendation was
made to create a Department of
Homeland Security
June 2003 Cantigny Conference: The Role of
the Military in Securing the
Homeland
June 2004 Cantigny Conference:
Counterterrorism Technology and
Privacy
May 2005 Cantigny Conference: Doing
Business After Disaster (Continuity
of Operations of the Public and
Private Sector in the Event of a
Catastrophic Incident)

Post-conference reports may be accessed online at
www.nationalstrategy.com.
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The American people need to better understand why they
should proactively educate themselves and prepare for
these scenarios, some of which might seem highly unlike-
ly to a school staff member in Kansas whose broader con-
cern is whether the students make it to school safely.
Also, there is the issue of public denial that a nuclear
attack will occur. What should they do and what can they
do?

Participants agreed that the public must be engaged in
thinking about and discussing possible catastrophe sce-
narios, the array of possible consequences (for example,
mass casualties, radioactive protective measures, shelter-
in-place and evacuation), and their expectations of the
local, state and federal levels and vice versa before an
incident occurs. Citizens will make their own decisions—
if someone wants to flee, he or she will flee—however,
minimizing mass panic through education is prudent.

One participant suggested that agencies be careful in
drawing the line between planning and implementation
for a catastrophic incident when dealing with issues that
are inherently political, including public awareness cam-
paigns. One approach to this concern might be to identi-
fy a well-known, apolitical organization such as the
American Red Cross to sponsor public preparedness edu-
cation.

Managing Resources

Participants emphasized that the resources needed to pro-
vide necessary emergency support functions in the after-
math of a catastrophic incident are critical to short- and
long-term recovery. This includes the military, which is
currently stretched thin and may not be readily available
in the event of a disaster. The public and private sectors
need to be thinking about this issue during the pre-plan-
ning phase.

Media

The media—radio, television, internet or print—has a
critical role to play in educating the public before, during
and after an event. One participant suggested that the
media vacuum be filled by credible officials and that
media personnel receive incident-specific training.

VII. Private Sector Roles and Responsibilities

The private sector represents one-third of the U.S. econo-
my and 85 percent of U.S. critical infrastructure.
Participants agreed that there is a lack of discussion about
the private sector role and responsibilities in terms of
business continuity, continuity of operations, and the role
of market forces in modifying or influencing the behavior
and expectations of the private sector.

Participants raised several questions:

* How prepared is the private sector for a catastroph-
ic event? What are the important issues that need to
be addressed in terms of the private sector role in
the planning process?

* What type of planning and thinking is going on in
the private sector about its role in the planning
process?

» What are the private sector expectations of what the
federal government will do?

In the event of a nuclear attack scenario, the disruption of
the key private sector critical infrastructure would have
devastating, widespread consequences. Faced with a
nuclear attack in the Port of Long Beach, other ports
might close, cutting off the supply chain infrastructure,
which could facilitate and/or accelerate the impact of the
attackers. How do we make the business case for securi-
ty? How do we define a common operating picture for the
private sector that would create incentives for collabora-
tion, information-sharing and strategizing? How does the
government communicate the possible outcomes of vari-
ous scenarios and processes?

Several participants suggested that energizing the discus-
sion about the private sector and engaging the private sec-
tor to become more proactive in thinking systematically
about the planning process for a catastrophic incident
requires a strong motivation, “a carrot and stick” approach
to induce compliance (standards and regulations).
Another participant raised an important consideration—
the issue of what motivates the private sector. The feder-
al government is motivated to meet public expectations;
the private sector is motivated by different things. Also,
there is no enforcement mechanism to compel the private
sector to enforce best practices for preparedness.

Participants debated the issue of whether the government
should take a strong stance to increase private sector
involvement in planning for a catastrophe. Participants
agreed that voluntary standardization of industry would
be slow. However, the issue of governmental promulga-
tion of standards raised a red flag for one participant who
noted that there are limitations regarding what the govern-
ment can do in defining best practice for an industry.
When the government attempts to dictate the behavior of
an industry, the results can be disastrous. Still, there are
ways the government can encourage the involvement of
the private sector in COOP planning, including penalties
and incentives.

Continued on page 6
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VIII. Interdependency: Dividing Responsibility

Who is responsible for coordinating all of the efforts?
What is the coordinating mechanism of sectors? Is there a
private-public sector linkage between industries and the
government? Participants agreed that cross-industry dia-
logue, which is imperative for collaboration and support,
is starting to occur, but that there is a further need to ele-
vate and induce the discussion through a neutral forum.
For example, the Industry Advisory Council (IAC) was
established to bring industry and government executives
together to exchange information, improve communica-
tions and build partnerships; the Information Sharing and
Analysis Centers (ISACS), created by Presidential
Directive 63 was designed to share concerns about vulner-
abilities, threats, intrusions, and anomalies within and
between industry sectors and the National Infrastructure
Protection Center (NIPC). The objective of ISACS is to
develop sector organizations to gather, analyze and dis-
seminate private and public sector information to its mem-
bers and NIPC.

IX. Addressing the Legal Dimension

Participants agreed that there is a critical information gap
regarding the legal dimension of continuity of operations.
There is a need to identify the embedded legal issues.
Federal agencies have a solid grasp of the NRP. The fed-
eral government has identified its legal authorities as well
as its areas of vulnerability. However, questions were
raised as to whether state and local agencies have thought

about their legal authorities and areas of vulnerability in
the event of a catastrophic incident. One participant added
that there is a lack of understanding among state and local
agencies regarding how their systems would be coordinat-
ed during a large-scale incident.

Participants agreed that there is more to be done in
addressing the legal dimension of continuity planning.
For example, have federal, state and local agencies,
specifically local law enforcement, anticipated the issues
they will confront in a possible isolation/quarantine sce-
nario in the event of a contamination incident and how
they will coordinate to resolve these issues? Federal
statutes and regulations do not address handling of a
national bioterrorism incident involving various degrees
of contagion: How do you handle detention? What are the
rules of engagement? What about the use of force? What
are alternative approaches to the use of force?

One way to address the issue of quarantine and the broad-
er subject of legal implications goes back to the issue of
education and communication—education regarding the
various levels of quarantine, relevant preparedness and
response procedures, and the legal risks. For the private
sector, this means educating industry about the possible
impact of an event, such as a containment/detention situ-
ation, and the ensuing embedded issues such as the dis-
ruption of the supply chain, disruption of overseas capa-
bilities including trade, the impact of regulations, a
responsibility to employees and sharcholders, and other
issues.

Continued on page 8

The Much Misunderstood Posse Comitatus Act
by Scott Silliman

In the wake of hurricanes Katrina and Rita, President
Bush has suggested a broader role for the armed forces in
disaster relief operations. Similarly, Senator John Warner
has indicated that he would be holding hearings in the
Senate Armed Services Committee on the legal restric-
tions on the President’s use of the military in national
emergencies. At the heart of the debate is the Posse
Comitatus Act, a much misunderstood 1878 law which
allows for far greater use of the military in national emer-
gencies than many believe.

The Act itself is straightforward, providing that
“(W)hoever, except in cases and under circumstances
expressly authorized by the Constitution or Act of
Congress, willfully uses any part of the Army or Air

Force as a posse comitatus, or otherwise to execute the
laws shall be fined under this title or imprisoned not more
than two years, or both”. The words posse comitatus lit-
erally mean “power of the county” and connote a group
of people summoned by a local sheriff to aid in enforcing
the law. The Act was a political accommodation by
Congress following the disputed presidential election of
1876 between Rutherford Hayes and Governor Tilden of
New York. Many southern Democrats believed that
President Grant’s deployment of federal troops around the
polling places in Louisiana, Florida and South Carolina
influenced the election, and the Posse Comitatus Act was
meant to appease those concerns.

Court opinions have clarified what the Act does and does
not prohibit. First, it applies only to the active duty mili-
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tary and not to the national guard, unless the guard is
federalized by the President. The guard normally oper-
ates under state, not federal, law and is answerable to the
respective governor rather than the President. Unless
there is some restriction in state law restricting use of
guard forces in a law enforcement function, they can
properly be used in that capacity at the call of the
Governor. That was the case when guardsmen were
employed by Louisiana Governor Blanco to augment the
local police in dealing with looters in New Orleans fol-
lowing hurricane Katrina. Four years ago, after the
attacks of September 11", those in uniform guarding air-
ports across the country were guardsmen operating under
state control because nothing prohibited their use in that
role.

Secondly, the Act prohibits only direct or active partici-
pation in law enforcement activities, not indirect or sup-
portive participation. When military advisors and equip-
ment were deployed with FBI and ATF personnel to
Waco, Texas, during the 1993 confrontation with David
Koresch and the Branch Davidians, there was no viola-
tion of the Act. Nor was there anything illegal in using
an Army aircraft with sophisticated sensors to assist in
the Washington “sniper” investigation because those
manning the equipment in the rear of the plane were
civilians. Mere surveillance by military personnel has
also been held not to violate the Act.

Lastly, by its own terms, the Posse Comitatus Act does
not restrict the use of the active duty armed forces in law
enforcement activities where “authorized by the
Constitution or Act of Congress.” There is arguably
Constitutional authority for the use of active duty armed
forces to protect federal property and functions or to pre-
vent loss of life or wanton destruction of property during

disasters. Further, statutes creating exceptions abound,
such as the so-called Insurrection Acts where the
President may use the military to quell rebellion against
the authority of the United States where the execution of
federal laws is opposed or obstructed, and in the
Congressionally authorized use of the armed forces dur-
ing the 1980s and 90s in the war against drugs. A statute
directly applicable to disaster relief, such as following
hurricanes Katrina and Rita, is the Stafford Act which
authorizes the use of active duty personnel either upon
the request of a governor or by the President’s own call
when he believes the primary responsibility for dealing
with an emergency of national significance lies with the
federal government.

In the final analysis, statutory exceptions and court deci-
sions clearly give the President broad authority to use the
active duty military in a broad array of disaster relief
operations, except in direct and active participation in
law enforcement. That is where the national guard
forces, operating under state control, serve as a fitting
complement. No further amendments of the 1878 Act
are necessary or appropriate. The mission of our mili-
tary is clear — to fight our wars and protect us from
attack. It should not be blurred by trying to change
them into policemen.

Scott Silliman is a professor of the practice of law at
Duke Law School and Executive Director of Duke s
Center on Law, Ethics and National Security

Originally published in the Raleigh News & Observer,
September 30, 2005
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For both the private and public sectors, this means
addressing the issue of information-sharing.

X. What’s Next: Conclusions and Next Steps

Participants agreed that the current COOP planning is a
good start. However, the current level of response is “too
federal.” The next steps that are needed to build on and
expand upon continuity planning for the private and pub-
lic sector include:

* Frame the discussion: What do we mean by COOP,
COG and COB?

* Manage expectations: What is the goal?
* Manage roles and responsibilities: Who is responsi-
ble for what? (Planning, funding, providing incen-

tives, setting standards, communications, etc.)

* Generate a clear message: What are we planning
for?

* Educate the public: What are the information gaps?

» The National Response Plan: How do we facilitate
and integrate greater state and local interface?

» Examine existing plans: Do they adequately address
the issue of cascading effects?

* Re-examine the existing concept of national securi-
ty: Is the definition adequate?

* Ensure cooperation: What can be done to strength-
en the private-public sector partnership?

» Improve information-sharing networks: What are
the barriers? How can they be resolved?

» Engage the private sector: What are business con-
cerns and motivations for security?

* Confronting legal issues: 1s there an opportunity for
a new body of Catastrophic Risk Law specializing
in catastrophic risk issues?

* Plan for legislative changes: What new factors will
arise?

» Change our assumptions about the future: How can
we maintain a level of adaptability?
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